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Teaching Information Privacy 
in Marketing Courses: Key Educational 
Issues for Principles of Marketing 
and Elective Marketing Courses

James W. Peltier1, George R. Milne2, Joseph E. Phelps3,
and Jennifer T. Barrett4

Abstract
An “information privacy gap” exists in marketing education, with little research addressing the state of information privacy 
and how appropriate privacy strategies and tactics should be communicated to students. The primary purpose of this article 
is to provide educators an understanding of information privacy and how they can incorporate this evolving and important 
topic into the marketing curriculum. To accomplish this goal, a comprehensive information privacy framework is presented, 
and specific recommendations are provided to assist marketing educators in their efforts to expand consumer information 
privacy issues in their courses.
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Introduction

Advances in database technologies have augmented the abil-
ity of marketers to acquire, disseminate, and use customer 
information for personalizing and strengthening buyer–seller 
relationships (Miceli, Ricotta, & Costabile, 2007). Data-
driven relationships benefit consumers in a multitude of ways, 
including the reduction of irrelevant messages, reception of 
tailored communications and product offers, superior post-
purchase services, and a host of other positive consequences 
associated with having superior knowledge of the descrip-
tive, behavioral, and attitudinal orientation of customers 
(Peltier, Schibrowsky, Zahay, & Schultz, 2006).

The increased control that consumers have over when and 
how they transact with businesses and the more personalized 
treatment that they receive from knowledge-driven relation-
ships must also be considered in light of potential privacy 
losses associated with misuse and/or illegal access to per-
sonal information stored in proprietary and commercial 
databases (Kachhi & Link, 2009; Milne, Bahl, & Rohm, 
2008). Publicized misuse related to diverse concerns such 
as the Patriot Act, identity theft, phishing, spam, data hack-
ing, and compromised databases have raised alarms that 
customers’ personal data might not be secure and that the 
unwarranted use, disclosure, and acquisition of their personal 
information may have severe financial and psychological 

consequences (Federal Trade Commission [FTC], 2009). In 
addition to the potential injury consumers might face as the 
result of information privacy lapses and abuses, marketers 
themselves are put at risk when their privacy practices 
come under scrutiny (Schlosser, White, & Lloyd, 2006). 
These risks not only involve legal penalties but may also 
contribute to a loss of trust and loyalty of its customer base 
(Bart, Shankar, Sultan, & Urban, 2005; Urban, Amyx, & 
Lorenzo, 2009).

Privacy concerns have not gone unnoticed and actions 
have taken place to curtail the stream of unethical and/or ille-
gal information practices. From a legislative standpoint, 
federal and state legislatures have taken a more proactive 
role by introducing a myriad of laws to protect consumers, 
and there is widespread consensus that the growth of privacy-
related legislation will continue over the next decade 
(Ciochetti, 2007). In terms of self-regulation, the American 
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Marketing Association (http://www.marketingpower.com) 
and the Direct Marketing Association (http://www.the-dma 
.org) have voiced strong support for the use of proprivacy 
practices by their member organizations so as to preserve the 
integrity of their marketing initiatives. Importantly, some 
consumers have taken actions to minimize their exposure to 
possible privacy infringements by enrolling in no-call lists, 
rejecting opt-in opportunities and/or opting-out of data lists, 
turning off cookies, choosing to not click various links or 
abandoning online shopping carts, deciding to terminate 
relationships with businesses, and a host of other responses 
connected to perceived improper privacy practices (Lwin, 
Wirtz, & Williams, 2008; Miyazaki, 2008).

Despite the clear and growing importance of information 
privacy, relatively little research exists in the marketing 
literature that provides comprehensive frameworks for 
investigating and resolving information privacy concerns held 
by consumers, legislatures, and marketers (Peltier, Milne, & 
Phelps, 2009; Milne et al., 2008; Sappington & Silk, 2003; 
Sprott, 2008). Equally problematic, although a broader frame-
work of ethics has been broached (see, e.g., Kimball, 2007; 
Nill, Schibrowsky, & Peltier, 2004; Singhapakdi, 2004; Teer, 
Teer, & Kruck, 2007; Yoo & Donthu, 2002), marketing edu-
cation scholars have virtually ignored how to best train 
next-generation marketers on the impact that positive infor-
mation privacy practices have in creating mutually beneficial 
buyer–seller relationships. Importantly, an electronic search 
of the Journal of Marketing Education and Marketing Edu-
cation Review uncovered no articles on privacy in general or 
information privacy specifically in the marketing education 
literature.

This “information privacy gap” in marketing education is 
troubling in that on entering the workforce graduates will 
have more customer-specific information at their disposal 
than ever before and thus need to have an understanding of 
the ethical, and in many cases, legal responsibility to thought-
fully protect consumers’ personal information while at the 
same time use these data in an effective marketing manner 
(Milne, Phelps, & Peltier, 2008a). As marketing curricula 
have evolved over the past decade, the inclusion of courses 
such as customer relationship management, database market-
ing, Internet marketing, customer relationship management, 
combined with more traditional direct and interactive mar-
keting courses, provide educators a forum for incorporating 
information privacy issues and practices into their lectures, 
reading materials, support materials, and assessment tech-
niques (Peltier et al., 2009).

Given the information privacy gap in marketing educa-
tion, our work is motivated by the need to provide educators 
a basic understanding of information privacy, particularly 
with regard to how they can effectively incorporate informa-
tion privacy into the marketing curricula. In particular, we 
attempt to answer three interrelated questions: (a) What is it 

that marketing students should know, (b) What should be 
covered in a principles of marketing course and elective 
courses, and (c) What should they be able to do relative to 
the topic of information privacy?

Because of the importance of information privacy in 
today’s evolving electronic world, we contend that students 
should be exposed to this topic in varied courses and in vary-
ing degrees of coverage. To this end, we conceptualize a 
comprehensive framework for understanding critical con-
sumer information privacy issues in the marketing curriculum. 
In doing so we first provide an introduction to key informa-
tion privacy issues and why these issues are important to 
marketing education. We then provide an overview of 
important customer-centric marketing practices, particularly 
customer relationship management (CRM), and the role that 
information privacy practices has in generating effective 
CRM initiatives. We then offer a thorough review of tradi-
tional and evolving direct and interactive marketing media/
channels and then discuss common and unique information 
privacy issues pertinent to these media/channels. The last 
component of our education framework highlights how vari-
ous information privacy practices could be incorporated into 
the marketing curriculum; beginning with Principles of Mar-
keting and the Marketing Capstone course and then extending 
into other elective marketing courses. Given the importance 
of linking education to practice, we close with a summary of 
key industry-based information privacy issues and a poten-
tial research agenda.

Information Privacy Framework
Historical Perspective

Early theorists framed privacy in terms of the right to be left 
alone (Warren & Brandeis, 1890), amended later to embrace 
the freedom of protecting one’s seclusion or solitude from 
unwanted intrusion (Prosser, 1960). This notion of unwanted 
intrusion is in many ways the cornerstone behind industry 
practices and legislative actions such as no-call lists, opt-in 
and opt-out initiatives, permission marketing, and antispam 
legislation. With the advent of the computer age, the privacy 
framework was expanded to include the right of individuals 
to self-determine when, how, and the degree to which their 
personal information is shared with others (Westin, 1967), 
and expanded further to include the ability to have “control” 
of information that is made available to external parties (Fried, 
1968). As the computer revolution matured, L. Hoffman 
(1980) provided a more multidimensional conceptualiza-
tion of information privacy revolving around three key 
consumer rights: (a) knowledge of the types and range 
of personal information that is being collected about them, 
(b) control over what information is made available to 
external parties, and (c) the ability to access any and all 
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types of personal data about themselves that have been gen-
erated and stored outside of their direct control. More 
recently, Goodwin (1991) framed “consumer” information 
privacy with regard to two control conditions: (a) control 
over information disclosure and (b) control over unwanted 
intrusions into the consumer’s environment. This consumer 
privacy orientation spawned the notion of the “invasion” of 
information privacy, representing the unauthorized collec-
tion, disclosure, or improper use of personal information, 
which in turn translates into the right to be left alone and 
free from unwanted marketing solicitations (Petty, 2000; 
Wang, Lee, & Wang, 1998).

Consumer Information Privacy 
in Multichannel Environments
Information technology advances related to the Internet 
and Web-based systems, retail scanners, kiosks, mobile 
devices, interactive TV, and others, combined with per-
sonal data collected by commercial sources, create 
significant privacy dilemmas associated with the ability to 
interact with customers via multiple touch points and inter-
action settings (Antón, Bertino, Li, & Yu, 2007; Davenport 
& Harris, 2007). In many ways, effective CRM practices 
that meet the needs of both buyers and sellers is a function 
of finding a mutually beneficial “balance” of developing 
virtual and real-time relationships accomplished through 
the electronic capture, storage, and mining of customer-
specific information (Urban et al., 2009). On the one hand, 
the easy capture of attitudinal and response data through 
stored customer surveys, the tracking of online behaviors, 
e-mail open and click through rates, media usage, physical 
location/movements, in-store movements, and other 
detailed pieces of information about customers have 
enhanced the ability of marketers to know their customers 
and to respond accordingly on their behalf (Montgomery & 
Smith, 2009; Peltier et al., 2009). On the other hand, 
because marketers have the ability to piece together per-
sonally identifying information from multiple sources, a 
consumer’s “digital dossier” is difficult to protect given the 
apparent ease in which digital profiles can be stolen and/or 
misused to the determent of that individual (Hung & Wong, 
2009; Kobsa, 2007; Solove, 2006).

Developing a Privacy Curriculum
Educators can play an important role in preparing students to 
understand the ambivalence consumers experience stemming 
from the dual outcomes associated with the collection and use 
of personal information. Consumers are concerned about pri-
vacy loss but also enjoy the relationship benefits associated 
with the use of that information (Teer et al., 2007). Complicat-
ing this relationship is the fact that information privacy is an 

evolving and multidimensional construct influenced by diver-
gent ethical, legal, economic, and technological factors. As 
such, a key to understanding information privacy is increasing 
students’ understanding of digital dossiers from the disparate 
perspective of marketers and consumers and how legislation 
influences information relationships. In Figure 1, we show how 
the privacy curriculum can be shaped by knowledge of the 
regulatory environment, customer relationship management, 
and information/media context. Such knowledge can increase 
students’ awareness of privacy issues and ability as future man-
agers to implement fair information practices and protect 
consumer privacy across existing and emerging information 
channels.

Knowledge of Regulatory Environment
Fair Information Practices (FIPs) influence the actions of 
marketers, protect consumers, and drive legal remedies. An 
examination of FIPs is important for marketing educators for 
four reasons. First, the basic elements of FIPs parallel closely 
with many of the concerns that consumers have regarding 
the collection and use of their personal information dossiers 
(Best, Krueger, & Ladewig, 2006; Zogby International, 
2007). Second, businesses are beginning to understand that 
maintaining customer loyalty is in part a function of aligning 
their information privacy practices with FIPs (Peltier et al., 
2009). Third, legal actions at the federal and state levels 
involving privacy violations are based in great part on estab-
lished FIPs. Last, and important, relatively few marketing 
educators have even a cursory understanding of FIPs, a valu-
able content area for a variety of courses including Internet 
marketing, database marketing, direct and interactive mar-
keting, CRM, among many others (Milne, Phelps, & Peltier, 
2008b; Phelps & Milne, 2009). Beyond the fact that students 
will benefit through exposure to FIPs, many have the 
opportunity to become privacy officers in national and global 
organizations.

Below we briefly discuss the basic elements of FIPs as 
outlined by the FTC. As a backdrop, the FTC has the respon-
sibility to handle various information privacy violations as 
outlined by Federal Privacy Act of 1974. The FTC has four 
specific consumer privacy FIPs, including notice/awareness, 
integrity/security, choice/consent, and access; enforcement/
redress is a fifth issue that has emerged as a direct result of 
FIP litigation (FTC, 2007).

Notice/Awareness
Consumers have the right to be informed about an organi-
zation’s information practices, including notice of who is 
collecting the data and how they are collected, in which 
ways the data are used, discovery of data recipients, steps 
taken to ensure the confidentiality, integrity and quality of 
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the data, and whether gathering is voluntary or required. 
The FTC considers Notice/Awareness to be the most funda-
mental FIP in that consumers are unable to make informed 
decisions regarding disclosure of their information dossiers 
without this protection. Past research has illustrated that 
consumers are very concerned about the quantity and the 
sensitivity of the data collected by marketers (Milne & 
Boza, 1999; Phelps, D’Souza, & Nowak, 2001; Zogby 
International, 2007).

Integrity/Security
A consumer’s personal data should be highly accurate (integ-
rity) and protected from external parties not granted access 
to this information (security; Bolton & Saxena-Iyer, 2009). 
Maintaining data integrity requires reliable data acquisition 
procedures that include adequate checks and balances along 
all stages of the collection, storage, and maintenance pro-
cess. The level of security for consumer data is based on the 
degree to which managerial and technical processes exist 
that restrict unauthorized access or improper use of the data, 
the potential for loss or destruction of the data, or the acci-
dental or improper provision of the data to others. Data 
security has received considerable exposure in the popular 
and business press given the massive number of data breaches 
that have been publicized in just the past 5 years (Privacy 
Rights Clearinghouse, 2009).

Choice/Consent
Choice/Consent is grounded in the belief that consumers 
have a certain degree of control over how their information 
is used. Choice is typically framed in terms of the control 
over how personal information is used beyond the purpose 
for which it was collected (i.e., transaction information, sur-
veys, information requests, etc.). Examples include being 

added to the company’s mailing list for future promotions or 
transferred to third parties. Consent most commonly occurs 
through opt-out (must ask for removal) or opt-in (need to 
specify approval) processes through which consumers pro-
vide permission for the marketer to use the information in 
multiple ways. More sophisticated marketers have begun to 
promote personalized preference centers allowing customers 
to select from a menu of potential information request and 
use options.

Access
Consumers are extended the opportunity to view the data 
contained in company databases and to challenge potential 
distortions or mistakes. Access conditions placed on data 
collectors include timely access to one’s personal data, a 
relatively easy process to contest, the ability to verify and 
amend their personal data, and a process that does not overly 
burden the financial outlays consumers expend to gain access 
to their personal data. Note that in the United States the FTC 
does not require that the consumer be given access to mar-
keting databases. The access routinely granted is only to the 
personal account information of that individual.

Enforcement/Redress
Outside of the four FIPs, the FTC has made a concerted 
effort to litigate and remedy inappropriate violations of 
its FIPs. Three primary types of enforcement/redress 
mechanisms have been enacted: self-regulation, regulatory 
initiatives tried in the courts, and federal or state legislation. 
To assist educators in developing their course content, 
Table 1 contains key privacy legislation and Table 2 pro-
vides examples of recent FTC settlements pertinent to FIPs 
(Note: FTC settlements may be made without admission of 
guilt, those summarized here represent FTC claims prior to 
settlement).

The preceding discussion serves as a basis for illuminating 
the role of the regulatory environment for addressing critical 
consumer information privacy issues in the marketing cur-
riculum. We contend that the four FIPs as they relate to 
consumer information privacy can be weaved into virtually 
all marketing courses, with the breadth and depth of cover-
age varying by level of course and the range of communication- 
based topics included in the course. In the sections to follow, 
we first outline the role of databases in CRM and how the 
collection and use of personal dossiers are related to key 
information privacy issues. We then present a discussion of 
how traditional and evolving marketing media and channels 
affect and are affected by information privacy issues, includ-
ing uses and misuses of personal data. We conclude the 
discussion of our framework with important marketing cur-
riculum content areas.

Figure 1. A framework for privacy education in marketing
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Knowledge of CRM and 
Consumer Information Privacy

Broadly speaking, customer relationship management is a

strategic tool for managing the dual-creation of value, the 
intelligent use of data and technology, the acquisition of 

customer knowledge and the diffusion of this knowledge 
to the appropriate stakeholders, the development of appro-
priate (long-term) relationships with specific customers 
and/or customer groups, and the integration of processes 
across the many areas of the firm and across the network 
of firms that collaborate to generate customer value. 
(Boulding, Staelin, Ehret, & Johnston, 2005, p. 57)

Table 1. Privacy Legislation

Law Summary

Freedom of Information Act; 
enacted 1966, amended 1996

Guarantees third party access to federal records, including personal information in the control 
of federal agencies.

Fair Credit Reporting Act 
(FCRA); enacted in 1970

Designed to promote accuracy, fairness, and privacy of information in the files of every “consumer 
reporting agency,” the credit bureaus that gather and sell information about consumers to 
creditors, employers, landlords, and other businesses.

Federal Privacy Act of 1974 Applies to the records of federal government agencies. Requires agencies to apply basic fair 
information practices to records containing personal information.

Electronic Communications 
Privacy Act (1986)

Prohibits tampering with computers or accessing certain computerized records without 
authorization. Prohibits disclosure of the contents of stored communications.

Electronic Communications 
Privacy Act of 1986

Amends federal wiretap law to electronic communications such as e-mail, cell phones, private 
communications carriers, and computer transmissions. Also sets restrictions on access to stored 
wire and electronic communications and transaction records.

Computer Matching & Privacy 
Protection Act of 1988

Amends the federal Privacy Act of 1974 to set requirements that federal agencies must follow 
when matching information on individuals with information held by other federal, state, or local 
agencies.

Telephone Consumer Protection 
Act (TCPA); effective 1992

Requires entities that use the telephone to solicit individuals, to provide such individuals with the 
ability to prevent future telephone solicitations.

Federal Identity Theft Assumption 
and Deterrence Act of 1998

The Act makes it a federal crime to use another’s identity to commit an activity that violates federal 
law or that is a felony under state or local law.

Financial Services 
Modernization Act of 1999 
(Gramm-Leach-Bliley Act)

Requires financial institutions to issue privacy notices to their customers, giving them the 
opportunity to opt-out of some sharing of identifiable financial information.

Driver’s Privacy Protection Act 
of 1994; effective 1997

Prohibits State Departments of Motor Vehicles (DMVs) from releasing “personal information” from 
drivers’ licenses and motor vehicle registration records.

Children’s Online Privacy 
Protection Act (COPPA); 
effective 2000

COPPA requires commercial Web sites and other online services directed at children 12 and 
under, or which collect information regarding users’ age, to provide parents with notice of their 
information practices and obtain parental consent prior to the collection of personal information 
from children.

Health Insurance Portability and 
Accountability Act of 1996 
(HIPAA); effective 2001

Requires health care organizations to “maintain reasonable and appropriate, technical, and physical 
safeguards to prevent intentional or unintentional use or disclosure of protected health 
information.” Protected health information includes medical records, patient logs, insurance, billing, 
and other personally identifiable health information.

Do-Not-Call Registry Act 
of 2003

This Act authorizes the FTC to implement and enforce a do-not-call registry. The Act also ratified 
the do-not-call registry provision of the FTC’s Telemarketing Sales Rule.

Fair and Accurate Credit 
Transactions Act of 2003 
(FACTA)

FACTA amended the existing Fair Credit Reporting Act providing consumers, companies, consumer 
reporting agencies, and regulators with new tools to expand consumer access to credit, enhance 
the accuracy of consumer financial information, and help fight identity theft.

CAN-SPAM Act of 2003; 
amended 2004

The Controlling the Assault of Non-Solicited Pornography and Marketing Act establishes 
requirements for those who send commercial e-mail, spells out penalties for spammers and 
companies whose products are advertised in spam if they violate the law, and gives consumers 
the right to ask e-mailers to stop spamming them.

Identity Theft Penalty 
Enhancement Act of 2004

Sets rules and penalties for identity theft.

Note: FTC ! Federal Trade Commission.
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Table 2. Selected Settlements in Violations of FIP Principles

 
FIP

Company/Settlement 
Date

 
Summary

Notice/awareness ValueClick, Inc. (2008) The FTC charged that ValueClick, Inc.’s advertising claims and e-mails offering free 
merchandise were deceptive and violated federal law. The agency also charged that 
ValueClick and its subsidiaries, Hi-Speed Media and E-Babylon, failed to secure consumers’ 
sensitive financial information, despite claims to do so.

Centurion Financial 
Benefits (2007)

Consumers were told they were providing information to receive a credit card with a 
$2,000 limit. Instead received an application for a stored value/cash card with no line of 
credit that could be used only after the consumer transferred funds to the card (2007).

Sony BMG (2005) Sent flawed and overreaching computer program via millions of music CDs. BMG placed the 
program on CDs to restrict consumer use of the music on the CDs, but the program also 
reported customer listening and installed undisclosed and hidden files on users’ computers 
that could expose users to tampering by third parties (also a consent issue) (2005).

DoubleClick (2002) Violated state and federal laws by secretly tracking and collecting consumers’ personally 
identifiable data and combining it with information on their Web surfing habits (2002).

Choice/consent Bank of America 
(2007)

Bank of America disclosed consumers’ personal, private, confidential information to third 
parties without consent (2007).

CartManager 
International (2005)

FTC alleged that CartManager did not adequately inform consumers or merchants that it 
would collect and rent information and that it acted knowing that renting the information 
was contrary to many merchants’ privacy policies (2005).

Gateway Learning 
Corporation (2004)

Rented personal information in violation of promises made in its privacy policy. After 
collecting consumer information, changed its privacy policy to allow sharing of information 
without notifying consumers or getting their consent (2004).

Access Quicken Loans (2002) Failed to provide “adverse action” notices in violation of the Fair Credit Reporting Act. 
Failed to comply with the provisions of the Act to notify the consumer when an action is 
based wholly or partly on the consumer’s credit report. (2002).

Performance Capital 
Management (2001)

PCM provided credit bureaus with inaccurate “delinquency dates” for its accounts, resulting 
in negative information remaining on consumers’ credit reports for a longer time period. 
PCM failed to investigate consumer disputes referred by credit bureaus and failed to notify 
credit bureaus when consumers disputed collection accounts with PCM (2001).

Integrity/security James B. Nutter & 
Company (2009)

The private lending company settled an FTC complaint that alleges beginning in 2004, JBN 
engaged in a number of practices that taken together failed to provide reasonable and 
appropriate security for sensitive consumer information. In addition, the complaint alleged that 
the company failed to provide privacy notices and, later, provided notices that were inaccurate.

Computergeeks.com 
Genica Corporation 
(2009)

Genica Corporation, the parent company of Computergeeks.com (www.geeks.com), 
collected sensitive information from consumers to obtain authorization for credit card 
purchases and stored this information in unencrypted text on the corporate computer 
network. From January 2007 or earlier through June 2007 or later hackers exploited the 
network and gained access to hundreds of consumers’ information.

CVS Caremark 
(2008)

The FTC charged that CVS Caremark failed to take reasonable and appropriate security 
measures to protect the sensitive financial and medical information of its customers 
and employees. Investigations began after media reports surfaced that CVS pharmacies 
were throwing trash into open dumpsters. The trash included pill bottles with patient 
information, employment applications, payroll information, and credit card and insurance 
card information.

Premier Capital 
Lending, Inc. (2008)

The Texas-based mortgage lender settled FTC charges that it failed to provide reasonable 
security to protect sensitive customer data. The lender made the data vulnerable by allowing 
a third party home seller to access the data without taking reasonable steps to protect it. 
A hacker compromised the data by breaking into the home seller’s computer, obtaining the 
lender’s credentials, and using them to access hundreds of consumer credit reports.

TJX (2008) The FTC complaint against TJX indicated that the retailer failed to use reasonable and 
appropriate security measures to prevent unauthorized access to personal information on its 
computer networks allowing a hacker to obtain tens of millions of credit and debit payment 
cards used by consumers at TJX’s stores, as well as personal information of nearly 455,000 
consumers who returned merchandise at the stores. The failure to protect this information 
resulted in tens of millions of dollars in fraudulent charges according to bank estimates.

(continued)
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From the perspective of consumers, effective CRM offers 
the opportunity to receive personalized communications, 
fewer irrelevant messages, more customized products and 
product offers, and enhanced ease of communication with the 
organization (Jayachandran, Sharma, Kaufman, & Raman, 
2005; Montgomery & Smith, 2009). These benefits in turn 
boost customer efficiency in using the organization’s 
offerings and increases satisfaction and loyalty (Cannon & 
Homburg, 2001). At its apex, consumer insights derived from 
information within marketing databases are used to help 
marketers more effectively address consumers’ wants and 
needs and to undertake purposeful dialogue with these 
consumers, which, in turn, increases short- and long-term 
relationship related rewards (Schultz, 2005).

From the marketer’s perspective, the value derived by 
organizations using CRM is driven by the belief that cus-
tomer data constitute a key organizational asset, one that 
provides a significant competitive advantage shielded through 
close and proprietary relationships (Bolton, Lemon, & 
Verhoef, 2004; Homburg, Droll, & Totzek, 2008). CRM 
offers businesses superior financial prosperity through the 
collection and dissemination of proprietary customer infor-
mation for the purpose of developing tailored and mutually 
beneficial buyer–seller relationships (Srinivasan & Moorman, 
2005). The anticipated outcome of getting closer to custom-
ers is increased retention, share-of-wallet, and customer 
lifetime value (Palmatier, Scheer, Evans, & Arnold, 2008). 
Linking databases and technology-driven systems, Kim and 

Table 2. (continued)

 
FIP

Company/Settlement 
Date

 
Summary

Reed Elsevier (REI)/
Seisint (2008)

The FTC took action against data brokers Reed Elsevier and Seisint alleging that among 
several security failures, the companies allowed customers to use easy-to-guess passwords 
to access Seisint’s “Accurint” databases that contained sensitive information including 
driver’s license numbers and Social Security numbers. The security failures allowed identity 
thieves to access information on at least 316,000 consumers and used the information 
to activate credit cards and open new accounts. (REI acquired Seisint in late 2004, and 
breaches continued for at least 9 months after REI took over).

Goal Financial, Inc. 
(2008)

Security failures at Goal Financial, LLC (a collector of personal information from student 
loan applicants) allowed employees to transfer more than 7,000 files with consumer 
information to third parties without authorization, and one employee sold to the public 
surplus hard drives that contained in clear text information about 34,000 customers.

Life is good, Inc./Life 
is good Retail Inc. 
(2008)

The FTC charged that Life is good, Inc. and Life is good Retail, Inc.’s security claims were 
deceptive and violated federal law. According to allegations, Life is good failed to provide 
reasonable and appropriate security for the sensitive consumer information stored on its 
computer network, allowing a hacker to access the credit card numbers, expiration dates, 
and security codes of thousands of consumers.

American United 
Mortgage Company 
(2007)

The FTC alleged that mortgage company American United Mortgage Company left loan 
documents with consumers’ sensitive personal and financial information in and around an 
unsecured dumpster.

Nations Title Agency, 
Inc./Nations 
Holding Company 
(2006)

The FTC reached a settlement with Nations Title Agency, Inc., Nations Holding Company, 
and Christopher M. Likens (a title company) that promised consumers it maintained 
“physical, electronic and procedural safeguards” to protect their confidential financial 
information, but tossed consumer home loan applications in an open dumpster.

Guidance Software 
(2006)

The FTC charged that Guidance Software’s failure to take reasonable security measures 
to protect sensitive customer data contradicted security promises made on its Web 
site. Data security failure allowed hackers to access sensitive credit card information for 
thousands of consumers. Simple, inexpensive, and readily available security measures were 
not implemented by Guidance to protect consumers’ data.

ChoicePoint, Inc. 
(2006)

Failure to take appropriate security measures to protect the sensitive information of tens 
of millions of consumers. The security breach resulted in millions of dollars in fraudulent 
purchases.

Microsoft Corp 
(2002)

It employs reasonable and appropriate measures under the circumstances to maintain and 
protect the privacy and confidentiality of consumers’ personal information collected 
through its Passport and Passport Wallet services, including credit card numbers and 
billing information stored in Passport Wallet.

Note: FIP = fair information practice; FTC = Federal Trade Commission.
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Pae (2007) underscore the importance of CRM databases for 
improving retention and loyalty vis-à-vis the integration of 
front- and back-offices through the collection and use of cus-
tomer data. As a consequence, successful CRM practices 
create and sustain mutually beneficial buyer–seller relation-
ships based on a better understanding of customer needs and 
behaviors (Jayachandran et al., 2005; Peltier, Schibrowsky, 
Davis, & Schultz, 2002).

Such extensive collection and use of consumer informa-
tion provides the benefits noted above but are also the basis 
for much consumer concern and, as a consequence, raises 
ongoing interest by legislators and regulatory agencies to con-
sider legal remedies (Bucklin & Sismeiro, 2009; Varadarajan 
& Yadav, 2009; Winer, 2001). These privacy concerns repre-
sent an important, yet too often ignored factor influencing 
the potential value CRM practices create for customers and 
for organizations. In their discussion of the CRM literature, 
Boulding et al. (2005) highlight this fact stating in one of 
their key propositions, “The successful implementation of 
CRM requires that firms carefully consider issues of con-
sumer privacy and trust” (p. 159). Trust is essential for 
long-term relationships, and privacy concerns are negatively 
related to trust (Milne & Boza, 1999). Thus, careful consid-
eration and discussions are essential when developing the 
relational information processes. “Relational information pro-
cesses [the specific routines used to manage customer 
information] concretize the implementation of customer rela-
tionship orientation by laying out the way that a firm should 
use customer information to develop strong and enduring 
relationships with valuable customers” (Jayachandran et al., 
2005, p. 181).

CRM practices, such as relational information processes, 
are not static. The organization creates, adopts, and adapts 
these processes to maximize value for the organization and for 
the consumer. To maximize value for the organization and the 
consumer it is essential to consider consumer concerns regard-
ing the collection, storage, and use of consumer information 
(Peltier et al., 2009; Winer, 2002), particularly with regard to 
unauthorized sharing or acquisition (Bolton & Saxena-Iyer, 
2009). Just as organizations must carefully consider the 
database-driven relational information processes, so must 
marketing students in order to enjoy a more comprehensive 
understanding of the building of successful long-term relation-
ships with consumers (Milne et al., 2008a; Teer et al., 2007).

As a means of providing a starting point for including infor-
mation privacy as a topic of discussion within the marketing 
curriculum, selected privacy issues associated with the collec-
tion and storage of consumer information are now presented.

Information Collection
Data such as names, addresses, demographic characteris-
tics, lifestyle interests, shopping preferences, and purchase 

histories have been collected for many years (Phelps, Nowak, 
& Ferrell, 2000). Over time new information channels have 
emerged that provide marketers with the ability to capture 
more information and to capture that information in real time. 
With the Internet, marketers can easily track online behav-
iors; with radiofrequency identification (RFID) and video 
surveillance, product and customer in-store movements can 
be tracked and contextual data added to the database, and 
GPS-based functions in mobile devices also provide loca-
tion tracking abilities (Peltier et al., 2009). Given the amount 
and types of data that can be collected, an important ethical 
question facing marketing students is, “What information 
should be collected?” rather than “What can be collected?” 
Questions concerning how best to collect consumer infor-
mation should be accompanied by consideration of how 
consumers can be made aware that information is being col-
lected as well as informing them how the information will 
be used.

Students should understand that answering such ques-
tions is critical for mitigating privacy concerns and building 
trust and commitment. These discussions are also critical for 
ethical and regulatory reasons. As noted earlier, the FTC 
requires that FIPs be observed. As will be examined further 
in an upcoming section, providing notice and choice is per-
haps most challenging when collecting data via emerging 
technologies. For example, providing notice and choice 
becomes more complicated as one moves from the tradi-
tional catalog to the online version, where the company is 
able to collect more information, including the behavioral 
tracking across Web sites. Complications increase as the 
transparency of the data collection decreases. When the 
information collection is invisible to the consumer, meaning 
the consumer is totally unaware that individual-level infor-
mation is being collected, that is when consumer privacy is 
most at risk (Nowak & Phelps, 1995) and efforts to provide 
notice and choice most challenging and most important.

When deciding the types of information to collect, it 
should be understood that consumer concerns vary by infor-
mation type. Consumers are more sensitive concerning the 
collection of some types of information (e.g., health and 
financial; Andrade, Kaltcheva, & Weitz, 2002; Phelps et al., 
2000). Consumers are also wary when they perceive that an 
organization is collecting too much information, especially if 
they do not understand how that information is being used. 
The final decision regarding the types and amount of infor-
mation to collect must include a consideration of both the 
needs of the organization and the desires of the consumer.

Information Storage and Use
Consumers primary concerns regarding the storage of their 
personal information relate to the accuracy of the data and 
the security provided to that data. The FIPs most relevant to 
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information storage issues are Access and Integrity/Security. 
Security is directly related to privacy concerns as consumers 
trust the organizations they share their personal information 
with to protect these data. Breaches in this trust can be costly 
to both marketers and consumers. As database platforms are 
potentially accessible via the Internet, unauthorized access is 
a constant threat (Milne, 2000). As students consider con-
sumers’ privacy concerns relating to information storage, 
discussions may revolve around considerations of how sen-
sitive that information is perceived to be by the consumer, 
the potential usefulness of the information to the organiza-
tion, and the timeline for which this information remains 
useful including when it should be updated and/or destroyed.

Knowledge of Existing 
and New Media Channels
Although it is now universally regarded that privacy practices 
involving the collection, dissemination, and use of customer 
information play a critical role in developing and nurturing 
profitable customer relationships, the marketing and busi-
ness education literature has been slow in its response to 
developing conceptual and empirical frameworks that best 
prepare students for addressing key challenges in the market-
ing workforce. In this section, we offer insight into varied 
market media, both traditional and emerging media, regard-
ing key information privacy issues. Although a majority of 
the privacy research in marketing has focused on traditional 
direct marketing and more recently the Internet, we also 
discuss the media channels of mobile marketing, social net-
working, virtual environments, and the use of RFID in 
conjunction with ubiquitous computing. Our focus is on the 
marketing capabilities of these channels, the emerging pri-
vacy issues that arise with their use, and topics that can be 
discussed in the classroom. Following this section, we sum-
marize the privacy topics, marketing educational priorities, 
and courses that would be appropriate to cover the suggested 
educational material.

Traditional Direct Marketing Channels
The introduction of the database and direct marketing funda-
mentally changed the way marketing has been conducted. 
Over the years direct marketers have been at the forefront in 
collecting individual-level data and purchase records (Nowak 
& Phelps, 1992). As computing power increased, databases 
allowed for massive amounts of individual-level data to be 
stored, giving marketers the ability to analyze and therefore 
improve segmentation, media selection, and marketing com-
munications. As noted earlier, these databases with their CRM 
techniques are common practice not only among direct mar-
keters but also with general marketers. With the analytical 
power of databases, the use of traditional mail, catalog, and 

telephone marketing campaigns expanded. Although the mar-
keting efficiency and targeting efficiency of these techniques 
grew, so did privacy concerns of consumers over the use of 
their personal information (Milne & Boza, 1999). The rise of 
database marketing in the direct marketing channel began 
the tension between marketing efficiency and privacy con-
cern shown in the privacy triad.

The tension between marketers and consumers centers on 
how, or whether, the FIPs are implemented. Of primary con-
cern to traditional direct marketing channel is the extent to 
which consumers have control of their personal information. 
Research has addressed this point in terms of the consumer 
concern for the various types of information marketers col-
lect about them (Milne & Boza, 1999), the wiliness to 
provide information of different sensitivity levels (Phelps 
et al., 2000), and the trade-offs consumers are willing to 
make to provide information (Milne & Gordon, 1993; Petty, 
2000). In addition, researchers have also investigated the 
role of trust in direct marketing relationships (Milne & 
Boza, 1999; Schoenbachler & Gordon, 2002). Also, privacy 
research has examined consumer understanding of laws and 
regulations (Dommeyer & Gross, 2003) and whether con-
sumers prefer marketers to use an opt-out or opt-in format 
(Milne & Rohm, 2000).

Emerging issues. The traditional channel of direct market-
ing has foreshadowed issues in other new channels that we 
will subsequently discuss. What can be gleaned from exist-
ing research is that privacy is highly situational and broad 
generalizations will not work. Thus, the level of information 
sensitivity varies by the person and the situation. Some con-
sumers are willing to share information with marketers who 
earn consumers trust and other consumers are not willing to 
share or make any sort of trade-off. The context also matters, 
as channels that are perceived as more intrusive, like tele-
marketing, have raised higher levels of concern than mail or 
catalog channels, which are more pull oriented.

Marketing education issues. Future issues that need to be 
discussed and studied in the classroom are how the imple-
mentation of do not call lists and the widespread practice of 
opt-out and opt-in options have affected consumer privacy 
concerns with traditional media. Are consumers more com-
fortable with these channels than the emerging channels? It 
will also be interesting to examine how the privacy issues 
raised in traditional channels change or stay the same as mul-
tichannel marketing approaches are adopted?

Internet/E-Commerce
The Internet has provided marketers with a powerful channel 
to reach consumers with enhanced electronic communica-
tions and interactive media. Tied directly to the database, the 
Internet and e-commerce environment is a logical exten-
sion of traditional direct marketing and has the same 
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privacy concerns. However, given the Internet’s interactive 
and relatively open architecture, new and more complex pri-
vacy issues arise. A difference in the online environment is 
that it permits data collection to take place quickly, in many 
overt and covert formats, and continuously over time. Because 
of this highly interactive data collection environment, it 
becomes challenging for marketers to adhere to the fair infor-
mation principles of notice/awareness and choice/consent 
with respect to data collection and information sharing. For 
example, behavioral data are often collected without consumer 
awareness or consent (Lavin, 2006). Behavioral tracking is 
generally accomplished by planting cookies on a consumer’s 
computer so that a profile of his or her browsing and pur-
chasing habits can be obtained (Miyazaki, 2008). On the 
other hand, some consumers willingly divulge information 
when they register with a Web site or purchase a product. As 
more and more information is available online, consumers 
are increasingly concerned that their identities be protected 
from theft (Milne, 2003).

Given that the online world is inherently risky, research-
ers have suggested that building online trust is a pragmatic 
approach to reduce privacy concerns and will have the posi-
tive consequence of consumers buying more online (Bucklin 
& Sismeiro, 2009; Culnan & Armstrong, 1999; D. L. Hoffman, 
Novak, & Peralta, 1999). Research evidence has indicated 
that well-designed Web sites are an approach to signal com-
petence, thus increasing trust and reducing privacy concern 
(Schlosser et al., 2006). Another stream of research has 
focused on the extent to which consumers protect themselves 
online through online practices (Milne, Labrecque, & Cromer, 
2009; Milne, Rohm, & Bahl, 2004). Research has also 
examined the effectiveness of privacy seals (LaRose & 
Rifon, 2007; Miyazaki & Krishnamurthy, 2002) and privacy 
notices (Milne & Culnan, 2004) in promoting trust and 
reducing concern. These studies show that although there 
are tools in place for consumers to protect their privacy, 
some consistently fail to take advantage of them, thus 
making it difficult to achieve the benefits of marketers’ 
FIPs. The incongruity between consumer concern and lack 
of protective action (privacy paradox) has been examined at 
a micro level with behavioral theories (Norberg, Horne, & 
Horne, 2007).

Emerging issues. More conceptual and empirical research 
is needed to help resolve the privacy paradox. For FIPs to be 
achieved, it behooves marketers and policy makers to 
encourage consumers to be proactive and follow responsible 
online behaviors. In particular, research that addresses how 
consumers can improve their self-efficacy with regard to 
online privacy protection is needed. Research has shown that 
self-efficacy is effective in achieving protection behaviors 
(LaRose & Rifon, 2007; Milne et al., 2009), and follow-up 
research is needed to more clearly examine the extent to 
which generational effects drive self-efficacy. Another area 

that continues to evolve is the use of personalization in 
online environments. Understanding the extent to which 
consumers are willing to make trade-offs of privacy for per-
sonalization is needed. Whether consumers are fully aware 
of the many trade-offs they make also remains to be exam-
ined. With respect to privacy protection, an emerging issue is 
when, and under what conditions, will consumers use privacy 
enhancing technologies. Finally, new formats for providing 
consumer privacy warnings, such as video, are emerging, 
and their effectiveness needs to be examined.

Marketing education issues. Bringing these issues to the 
classroom can be done by discussing the current topics 
facing the industry. Prompting students with articles from 
the trade press and various Web sites that track e-commerce 
issues would be beneficial. After determining the level of 
concern students have toward online privacy (derived from a 
short questionnaire or reporting research findings), there can 
be a lively discussion of how to resolve the privacy concern–
behavior paradox. This paradox exists because consumers 
say they are concerned but nevertheless continue to perform 
risky behaviors (see Milne et al., 2009). On reviewing online 
programs that help provide consumers computer skills and 
become more self-efficacious, there can be discussions of 
how best to motivate consumers to protect their private 
information. Many students are not aware of privacy enhanc-
ing technologies such as setting their browser’s privacy 
settings. On reviewing privacy technologies such as P3P, 
identity, and communication anonymizers, the class could 
discuss under what circumstances they would adopt privacy 
enhancing technologies to evaluate privacy policies. Another 
topic of interest is personalization, and how much privacy 
are consumers willing to give up for its benefits? Students 
should consider what would be the best format for online 
notice and choice. New formats such as video are being 
introduced, and they can be contrasted with the legal written 
notices.

Mobile Marketing
The mobile channel has expanded the capability of the Inter-
net in that it offers location and position awareness–based 
services1 (Barkuus & Dey, 2003). Consumers have been 
using the new 3G capabilities of phones, enjoying the con-
nection to the Internet, and the convenient applications. 
Although the benefits of mobile Internet access are apparent, 
given that consumers are already concerned about Internet 
privacy and intrusive telemarketing practices, this may 
hamper marketers’ ability to use this communication device 
for commercial messages. As such, a primary privacy con-
cern in the mobile channel is that marketers may send frequent 
and unwanted offers based on positional context to consum-
ers. There are situations, such as when a consumer is 
pre occupied driving or in a meeting, that a consumer may not 
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want to receive a coupon to receive a discount for lunch at a 
locally accessible restaurant. Furthermore, consumers may 
not want their physical location or purchase contexts cap-
tured (Milne & Rohm, 2003). The salience of these issues is 
driven by their occurrence in public places, which may lead 
consumers feeling they are constantly under surveillance. 
Although consumers have the ability to control the on and off 
switch, there is always the possibility they will forget and 
then will be unwillingly streaming real-time information.

With mobile emerging as a marketing medium, relevant 
conceptual and empirical research is receiving more atten-
tion by scholars (Shankar & Balasubramanian, 2009). This 
channel warrants attention because of its flexibility to allow 
consumers and marketers shift time and space locations of 
their activities (Balasubramanian, Peterson, & Jarvenpaa, 
2002). Although many of the privacy issues have not yet sur-
faced in this channel, it is likely they will do so in the near 
future. Examining the experience of Japan and use of 3G 
platform handsets can help frame issues that marketers and 
consumers need to consider.

Emerging issues. A primary issue that exists with the 
mobile channel is how to get consumers to opt in to mobile 
programs. Research is needed to examine the best approaches 
to provide consumers adequate notice as they sign up for 
promotions, sweepstakes, or contests and agree to participate 
in mobile marketing campaigns. Privacy concern can be 
minimized if the messages sent are context tailored and they 
are not sent at a frequency that seems to overwhelm the con-
sumer. Again looking at Japan as a model, the mobile channel 
has effectively promoted businesses while at the same time 
adhering to the 2003 law that requires prior permission. 
Studying what has worked in Japan and seeing if it would 
work in the United States seems to be a prudent direction for 
future research.

Marketing education issues. Students, who are heavy users 
of cell phones, are likely to have participated in opting into 
mobile promotions. A discussion can be structured around 
what was the type of notification, what was the exchange, 
and what was the perceived benefit to them and the marketer. 
The use of a case study of marketers who have successfully 
used this channel can broaden the discussion. As part of this 
discussion several privacy topics should be covered: What 
format works best for mobile privacy notices? What increases 
likelihood that notices are processed by consumers? Do all 
data collections require permission and notification? How 
can permission be obtained in the least obtrusive manner?

RFID and Ubiquitous Computing
Moving beyond mobile phones is the logical extension of 
ubiquitous computing. Just like marketers can track consum-
ers on phone with GPS, retailers will be using RFID tags 
and automatic video surveillance to augment databases 

for personalized, one-to-one communications (Sackmann, 
Strucker, & Accorsi, 2006). An obvious concern is consumer 
reactions to contextual information being used in marketing 
communications. Do consumers want stores to use the date, 
time inspecting a product, what’s in their shopping cart, the 
path they took through the store, items examined, and so 
forth. Ironically, this information is already being captured 
online, with the only exception is that it is not done in the 
physical world. Right now consumers expect to have more 
anonymity in the real world, but as mobile devices are being 
employed, and marketers use tools to enhance ubiquitous 
computing, this is likely to change.

RFID is one new technology that has been closely exam-
ined for privacy violations (Langheinrich, 2006). The RFID 
system works by attaching a tag (with a transmitting antenna) 
that can then be read by a reader; which in turn allows the 
transfer of information. The tags are used for inventory, 
product characteristics (including price, color, size, etc.), and 
purchase history to help with returns.

There is some controversy surrounding the placement of 
tags on the products consumers buy and wear. Privacy groups 
such as CAPSIAN successfully staged boycotts against 
retailers such as Benneton, who planned to tag their clothing 
(boycottbenetton.org). The consumer advocacy group EPIC 
has written about how consumer information could be 
violated by anyone with a RFID reader (EPIC, 2007). 
Researchers at the University of Massachusetts demon-
strated it was possible to capture the information from credit 
cards using swipe-free RFID technology using readers sev-
eral feet away (Schwartz, 2006). Nonetheless, marketing 
organizations are planning to use this technology because of 
the tremendous cost savings that are associated with improve-
ments in data automation, identification, integration, and 
authentication. One application that is receiving much atten-
tion is automatic checkout, where consumers who walk through 
a RFID reader gate would have their purchased directly billed 
to their credit card.

Emerging issues. Collection of consumer information 
through Ubiquitous Computing with RFID and other tech-
niques raises new privacy concerns that do not exist in other 
channels. Consumers in these environments are not aware 
that data collection is taking place because it is thought of as 
public and there is no visible “recording light” indicating 
data capture is taking place. Such collection practices would 
be clear violations of FIPs. It will be important in the future 
to determine the conditions under which consumers need to 
be notified that data are collected and also the most appropri-
ate format for collecting this information. Because of the 
nature of ubiquitous computing, information is often col-
lected without any specific purpose. Also, because data are 
collected from multiple points and combined and attributed 
to an identified individual, it is important to get consumer 
consent. Regulating data collection might be problematic 
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because a camera can capture multiple people at a time, 
making it impossible to follow individual privacy policies. 
One suggestion for dynamic environments is that privacy 
can be evaluated by post hoc analysis of data files (Sackmann 
et al., 2006).

Marketing education issues. Students will find the topic of 
RFID tags interesting and the concept that the real world is 
becoming similar to the online world with browsing behav-
ior being tracked. A general discussion of how companies 
such as IBM have patents for using RFID in the consumer 
retail space can provide lively debate (Albrecht & McIntyre, 
2005). If an RFID chip can be obtained, this hands-on-
experience is of use. Discussions can start with the question 
of whether ubiquitous data collection should require notifi-
cation of consumers, and if so, under what conditions? Given 
the complexity of this issue, it is useful to address how to 
apply FIPs in situations where data from multiple sources are 
combined. And because this often takes place in a retail envi-
ronment, what is the appropriate format to provide notice 
and choice?

Social Network Sites
Interactive communication through social networks sites 
such as Facebook, Linkedin, and Twitter is rapidly growing 
and gaining attention by marketers as a viable format to 
reach consumers. With social networks, participants create 
pages of personal profiles and information that they broad-
cast to agreed upon sets of friends or networks. First adopted 
by students, social networks have received a great deal of 
press attention, much of it pejorative, with accounts of 
stalking, identity theft, and losses of privacy. Because social 
networks are still relatively young, most of the research is 
descriptive in nature, mainly documenting students’ early 
use of sites such as Facebook and Myspace. It is interesting 
that although social networks have elaborate controls for 
privacy, consumers have not availed themselves to them. For 
many sites, when joining, a person’s name, school status, 
and e-mail are required fields. There is ample opportunity 
to add other content, such as personal profiles, media con-
sumption habits, lists of friends, pictures, group events, fan 
clubs, and numerous other applications. Early research 
found that students revealed intimate personal information 
about themselves and only a small percentage chose more 
restrictive privacy preference options (Gross, Acquisti, & 
Heinz, 2005).

A primary privacy concern for social networks is whether 
unprotected information can be part of the public domain 
that is accessible to others. This can be problematic as this 
information can be mined by “online snoopers.” Search 
engines such as ZoomInfo, Spock, PeekYou, and Wink can 
locate individuals by crawling social network sites for pub-
licly available information.

Emerging issues. There is a dire need to understand privacy 
settings and consumer behavior in implementing settings. 
This becomes especially important as marketers continue to 
use the networks to establish company and brand presence. 
In addition to research that investigates how marketers and 
consumers are using social networks today, there needs to be 
research that looks at the long-term consequences of con-
sumers posting so much personal identifying information 
online. More important, the social networks themselves need 
to work out policies that are fair to consumers. Privacy issues 
arose when consumers found out they were not in charge of 
their own data. When Facebook tried to implement its becon 
advertising program, which consisted of news feeds of their 
recent purchases being sent to their friends lists, consumers 
rebelled because they felt they were not given adequate noti-
fication. Facebook responded with an opt-in program. This 
debacle, however, alerted consumers to the need to review 
their privacy policies. Although Facebook contends that they 
allow individuals to customize their accounts to their liking, 
it has been criticized as being overly complex and confusing. 
A February 2009 announcement by Facebook that the terms 
of agreement stated they would own information that con-
sumers, even after they discontinued service, raised additional 
concern and resulted in the terms of agreement being revised 
(Stone & Stelter, 2009).

Marketing education issues. Students will find the topic of 
social networks and privacy very relevant. It is useful to have 
students conduct a Google search on their names and screen 
names, to see what information pops up, and to see if any 
of this was first posted on a social network. Also, before dis-
cussing specific FIPs, a broader discussion of what is 
different in a Web 2.0 environment is useful. Contrasting the 
difference between putting content on a Web site and content 
on a social network can be a good starting point. Inevitably, 
someone in class will mention a situation where they were 
stalked or another unwanted communication took place. It is 
also useful to have students review and study the privacy 
setting options. With this background, and with the use of 
article handouts, one can lead a discussion of how future 
employers and marketers are using social networking sites. 
A follow-up discussion of the long-term consequences of 
putting content on these sites, their reputation, and digital 
identity is warranted.

Virtual Environments
One of the newest interactive channels is that of virtual 
worlds. This space is characterized by consumers and mar-
keters using avatars (graphic representations of themselves) 
to communicate with each other in online sites such as 
Second Life. The use of Avatars has been studied by research-
ers, and they found them effective for improving sales and 
customer satisfaction. An important difference between virtual 
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and real-world conversations is that in the former, conversa-
tions are automatically recorded. This information then can 
be automatically stored in databases for subsequent sales 
efforts. Computer technology allows salesperson avatars to 
adjust their gestures and dialog to match individual consum-
ers. If there were multiple people in a room a sales avatar 
could adjust to dialogues to match all dyadic relationships 
simultaneously (Hemp, 2006). This ability is one approach 
for building trust, which translates to higher marketing 
performance. In addition, research has shown that the attrac-
tiveness of the avatar improves their likeability and perceived 
effectiveness by consumers (Holzwarth, Janiszewski, & 
Newman, 2006).

Emerging issues. Once again the issue is how will fair 
information principles be practiced in this new channel? 
Because conversations can be automatically recorded, will 
there be a need for consent at an individual level, or will it be 
given when one enters the virtual world? Also, virtual worlds 
raise the issue of why consumers adopt multiple personali-
ties. Are these personas part of their privacy protection? Is 
the persona part of their overall personality and as such can 
it be used by marketers to target them better in the future? 
Research is needed on how commerce in the real world can 
take advantage of the virtual world while still respecting the 
anonymity of consumers’ pseudonyms.

Marketing education issues. To make the issues pertaining 
to virtual worlds salient to students, it is appropriate to either 
have a demonstration or preferably give students a tour into 
virtual worlds such as Second Life. After students create 
their avatar, the instructor might inquire about why consum-
ers would adopt an online persona different that their 
real-world one. The role this might serve in protecting one’s 
privacy can be discussed. It is useful as part of the tour to 
visit businesses who have a virtual world presence. Reading 
articles on businesses’ early attempts at trying to gain a foot-
hold in this environment is useful. The privacy discussion 
outside of multiple identities is how will capturing consent in 
virtual worlds differ from other channels and media? More 
broadly, how can companies take advantage of this new 
channel and still protect consumer privacy?

Information Privacy 
Issues in Marketing Education
In the preceding sections, we addressed a number of market-
ing education issues specific to various information privacy 
issues and concerns. In that our primary goal is to expose 
marketing faculty and students to information privacy; in this 
section, we provide a brief discussion of courses in which 
information privacy could be covered. To educate marketing 
faculty and for teaching purposes, Tables 1 and 2 contain 
specific content related to privacy legislation and recent FTC 
cases regarding FIPs. In Table 3, we provide a high-level 

assessment of the privacy priorities for various marketing 
courses, beginning with principles of marketing and con-
cluding with the capstone marketing management course. 
We then provide specific privacy gaps, key content areas 
and class activities, and exercises and evaluation recom-
mendations for principles of marketing (Table 4), marketing 
research and marketing electives (Table 5), and marketing 
management (Table 6). Of significance, Tables 4 to 6 were 
constructed with the input of approximately 80 educators 
at the 2008 and 2009 Direct and Interactive Research 
Summit (Milne et al., 2008b; Peltier et al., 2009). Below 
we provide a brief description of the courses that we are 
addressing and along with Table 3 provide a high-level per-
spective on the nature of these courses as they relate to 
information privacy. Tables 4 to 6 provide specific educa-
tional opportunities.

Marketing Principles
The principles course provides a general overview of the 
field and is therefore the appropriate context for a general 
discussion of privacy issues relating to information col-
lection and use. For marketing majors, the advanced 
marketing courses best provide the opportunity for a more 
in-depth examination of privacy issues relevant to the 
topics being covered in each specific course. For nonmar-
keting majors this overview of consumer privacy issues 
may represent the students’ only opportunity to consider 
these impor tant issues.

Marketing Research
As this course focuses on the design and implementation of 
data collection devices as well as the analysis and interpreta-
tion of the data, privacy issues revolving around information 
collection are most appropriate. Consumer awareness of 
information collection is a critical topic to discuss, especially 
in situations when the data collection technique is not trans-
parent to the consumer. With research involving the analysis 
of data collected for other purposes, consideration should be 
given to the appropriateness of such use from the consumers’ 
perspective. Importantly, because marketing research courses 
are beginning to offer greater coverage of scanner data and 
the use of customer databases, information privacy issues are 
more relevant today than ever before.

Consumer Behavior
A large percentage of marketing programs require consumer 
behavior in their curricula. Although not normally seen as a 
course for presenting information privacy, there is wide-
spread evidence that consumers have a heightened awareness 
for the protection of their personal data. As a course focusing 
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on information processing and social communications, how 
consumers process privacy information, how information pri-
vacy affects involvement and purchase, and how information 

privacy (or lack of it) influences social exchanges via Face-
book and other social media are topical areas that provide a 
logical fit into course coverage.

Table 3. Coverage of Information Privacy in Marketing Research and Elective Marketing Courses

Marketing Course Perspective and Privacy Priorities 

Principles of 
Marketing

As an entry-level marketing course and a requirement for business majors in most programs, information privacy 
coverage should be limited with a focus on issues such as (a) the basics of Fair Information Practices, (b) key 
privacy legislation and litigation, (c) how information privacy affects students, and (d) basic issues in traditional 
and online media. Similarly, exercises should be simplistic given the multitude of other areas needing coverage, 
with exams/quizzes being the primary assessment tool.

Marketing Research As a requirement in most marketing programs, marketing research is a course that can expose all students to 
the same set of information privacy issues. The highest priority content areas would include privacy concerns 
in online data collection and customer panels, examinations of the intersection of database marketing and 
information privacy, and the use and misuse of behavioral tracking and scanner data.

Consumer Behavior Consumer behavior is required in a large percentage of marketing programs. In this regard, it has the ability to 
expose a multitude of students to the world of information privacy. Of interest, unlike many other marketing 
electives, much of the content in most consumer behavior textbooks might not seem relevant to information 
privacy. On close inspection, however, there is significant opportunity to bring information privacy into consumer 
behavior courses via discussions of (a) how information privacy affects consumer involvement, (b) the role that 
privacy statements and privacy seals have in the consumer decision process, and (3) why consumers express 
concern for their privacy yet often fail to a read privacy policies.

Direct and 
Interactive 
Marketing

Direct marketing, which is increasingly called interactive marketing, has long been the primary marketing course (when 
offered) that addressed privacy issues. Although this course has typically focused on traditional direct marketing 
media, course coverage has increasingly been allocated to Internet and e-mail marketing. In addition to addressing 
Fair Information Practices, virtually all the traditional and emerging communication media issues discussed in the 
article should be considered, with special attention given to understanding base privacy rights and issues.

Internet Marketing As an emerging field, Internet marketing/e-commerce is uniquely positioned to address evolving technology 
and how new electronic media affect information privacy. In addition to Fair Information Practices as applied 
to Internet and E-commerce applications, information privacy coverage areas with particular importance 
are (a) cookies and other user tracking abilities, (b) opt-in and opt-out practices for e-mail communications; 
and information privacy in (b) mobile marketing, (d) virtual environments, social network sites, and RFID and 
ubiquitous computing.

Integrated 
Marketing 
Communications

As a broad-based course covering a multitude of traditional and emerging communication and promotions topics, 
Integrated Marketing Communications/Promotional Policies and Strategies is a class (or series of classes) 
that offer the opportunity to touch on (though with less depth) the information privacy topics addresses in 
the direct and interactive, database marketing, and Internet marketing courses. The role of personal data is 
particularly important.

Database 
Marketing/CRM

Whether a particular marketing program merges these two areas into one course or as stand-alone offerings, 
students should consider the ramifications of privacy concerns on marketers’ ability to gain the high level 
of customer trust needed for acquiring the extensive range of information needed to create personalized 
marketing strategies. Special attention should be given to exposing students to (a) Fair Information Practices, 
(b) discussion of ethical opt-in and opt-out data collection initiatives, (c) discussion of data collected for CRM 
based on sensitivity of the data, and (d) data collection and use across varied traditional and emerging media.

Marketing/Business 
Ethics

As an increasingly common course in business programs, marketing/business ethics in many ways offers the 
greatest opportunity to introduce and develop the understanding and appropriate use of customer information 
in decision making. Clearly, Fair Information Practices deserve special attention, along with any or all of the other 
information privacy issues.

Marketing 
Management 
Capstone

As a capstone course focused on developing critical thinking skills, instructors in this class have a unique opportunity 
to get students to think about the long-term consequences of pro- and anticonsumer actions regarding the use 
of customer information. Particularly important is the need to encourage critical thinking in terms of (a) the role 
of ethical marketing in gaining customer trust, (b) acquiring and using data in customer relationship management 
initiatives, and (c) the importance of information privacy and trust for gaining acceptance and use of emerging 
interactive communications media. Because not all students take the same set of courses, this required capstone 
course provides the final exposure to information privacy in the marketing curriculum.

Note: RFID ! radiofrequency identification; CRM ! customer relationship management.
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Database Marketing/Customer 
Relationship Management

CRM addresses a wide range of factors relative to understand-
ing customers and developing personalized strategies and 
tactics for enhancing lifetime value to the organization. Care-
ful consideration of information privacy concerns is a critical 
component of developing effective routines for handling con-
sumer information and developing enduring relationships 
(Jayachandran et al., 2005). It is therefore essential that stu-
dents consider information-related issues from both the 
organization’s and the customers’ perspectives. For example, 

discussions concerning information collection should include 
consideration of consumer sensitivity to the type of informa-
tion, the amount of information, and relative transparency of 
the data collection technique. Information use, including 
whether the customer information is to be shared with other 
organization and used for purposes other than the purpose for 
which it was originally collected, should also be considered.

Internet Marketing/E-Commerce
Over the past decade, the number of marketing programs 
introducing stand-alone Internet marketing courses and/or 

Table 4. Coverage of Information Privacy in a Marketing Principles Course

Privacy Topics and Relevance Content and Class Activities Exercises and Evaluation

Fair Information Practices (FIP). FIPs 
are the core of information 
privacy today and into the future. 
These elements will emerge in 
higher level marketing elective 
courses.

"# Brief exposure through lecture of each of 
the FIP practices. Provide a brief definition 
of each FIP dimension along with examples.

"#Although the content could be covered in a 
variety of content areas, the best fit would 
be in a marketing ethics chapter or in the 
legal environment.

"# Exam content. As a marketing principles 
course, it is best evaluated via multiple-choice 
questions, true/false, definitions, or essays.

How to protect their privacy in social 
media space. Students have little 
or no understanding of the perils 
associated with what they or 
others put on their Facebook or 
other social media profiles. Even 
fewer understand that employers 
now do online searches of 
potential applicants prior to 
making hiring decisions.

"#A variety of YouTube videos now have 
great coverage and there is danger putting 
inappropriate information and photos on 
Facebook pages.

"#This is a great topic for class discussion. 
Ask students to discuss their own social 
media usage and any problems that have 
surfaced and/or that they now see as being 
problematic.

"# Find and discuss stories of problems that 
students have had by not being careful of 
managing their social profiles.

"# Evaluating their personal social media behaviors. 
Use exercises that have students evaluate their 
own social media practices and those of their 
friends. Special attention should be given to 
identifying dangerous behaviors and negative 
consequences of the practices.

"# Exam content. In addition to multiple-choice 
questions, essays should also be considered that 
are based on materials covered in class.

Traditional direct channels and 
information privacy. There is 
minimal to no coverage in 
principles of marketing textbooks 
of important information privacy 
issues such as the No Call List, 
CAN-Spam Act, etc.

"#Highest priority should be given to expose 
students to the No Call List (telemarketing), 
the CAN-Spam Act (e-mail), Do Not Mail 
legislation (direct mail).

"#The Direct Marketing Association is a very 
good resource for this and similar issues in 
direct and interactive marketing. See http://
www.the-dma.org/index.php

"# Exam content. As a marketing principles 
course, it is best evaluated via multiple-choice 
questions, definitions, or essays.

"# Legislative actions exercise. Have students 
research the multitude of ongoing legislative 
proposals being considered by Congress.

Electronic/emerging media. Although 
Internet marketing and emerging 
media such as mobile marketing 
are mentioned in principles 
textbooks, there is only minimal 
coverage of privacy in an online 
world. Importantly, students are 
surprised when they find out how 
much information is collected on 
them.

"# Exposure of basic online privacy issues such 
as cookies, privacy seals, site privacy policies, 
opt-in and opt-out e-mail, how online data 
are collected and shared, and so on.

"#YouTube has a variety of videos on how 
Google uses online information, including 
good and bad practices.

"# Find and discuss stories of how consumers 
have been harmed through online privacy 
actions/behaviors.

"# Exam content. Multiple choice, true/false, 
definitions, essays.

"#Website evaluation exercise. Have students go to 
a variety of Web sites to evaluate their privacy 
policies and denote which have privacy seals.

"# Privacy footprint exercise. Students would first 
use search engines such as Google (including 
Google Images) and Yahoo and social media 
sites using their full name. Then repeat using 
other contact information such as high school, 
university, phone, e-mail address, and so on. 
They would then record what they find.
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Table 5. Coverage of Information Privacy in Marketing Research and Elective Marketing Courses

Marketing Course Content and Class Activities Exercises

Marketing 
Research

"#Content should focus on designing and 
implementing appropriate information 
collection and analysis procedures to 
provide critical consumer insights. As such, 
privacy discussions should emphasize the 
ramifications of information collection 
practices.

"#Class activities will review the situational 
determinants of the appropriate amount and 
types of information to collect as well as the 
transparency of the collection techniques.

"# Exercises can be provided that require students to match 
research techniques with research and privacy objectives. Each 
technique should be linked to the specific types and amounts 
of information that would be collected. As part of evaluation, 
students should assess how well the data collection achieves 
transparency and minimizes privacy exposure while at the 
same time meeting research objectives.

"# Students can read articles that show how individual privacy 
concerns vary by individual and situation. As an exercise, 
students could be asked to qualitatively identify different 
consumer segments. They would assess how well each segment 
could be dealt with in a marketing research context to 
engender cooperation.

Consumer 
Behavior

"#With a focus on understanding what people 
think, feel, and do in consumption situations, 
students in consumer behavior should 
critically examine the impact of privacy 
concerns on consumer behavior.

"#The privacy paradox should be discussed 
with respect to privacy’s relative impact on 
consumer behavior and how this is influenced 
by situational and consumer characteristics.

"# It is also important to discuss the potential 
segmentation value of consumers’ level of 
privacy concern.

"# Exercises could have students track and report their offline and 
online shopping and purchase behavior. A shopping diary could 
be kept. The students should then interpret their diary data 
to reveal the extent to which students were cognizant of the 
information they exchanged with marketers and whether they 
are aware of each marketer’s privacy practices (or ever read 
privacy statements). Furthermore, students should use their 
diary records to determine whether information provision had 
any effect on their shopping and purchase behaviors.

"#As a follow-up exercise, students can write about how they 
might shop and purchase in situations where their information 
is highly sensitive. This experience could be contrasted to the 
shopping diary of everyday purchases. The contrast will help 
students understand that the impact of privacy concerns on 
consumer behavior is highly dependent on the individual and 
the situation.

Direct and 
Interactive 
Marketing

"#The privacy discussion can focus on issues 
with traditional media in programs where a 
separate e-commerce class exists, as reflected 
in this table, but should encompass both 
traditional and emerging issues in programs 
with only one such course.

"# In traditional direct marketing, students 
should understand and be able to implement 
the Fair Information Principles.

"# Intrusion as privacy loss must also be 
discussed as it relates to Do Not Call 
legislation and the CAN-SPAM act (e-mail).

"#Review cases or press accounts of companies that are 
using traditional channels but have failed to implement Fair 
Information Practices. Through class discussion, identify 
which of the Fair Information Practices are most likely to 
be compromised and decide the best course of action for 
companies to divert this behavior. Discuss what a violation of 
fair information practices does to the reputation of the business.

"#Ask students if they would volunteer to “work the phones” in 
your college’s or a local charity’s next outbound telemarketing 
fundraising effort. This should lead to a discussion on how 
consumers may respond if they feel that intrusion has 
occurred. Discussion should point out the provisions of the Do 
Not Call legislation and the reasons that it was put in place.

Internet 
Marketing/ 
E-Commerce

"# E-commerce is more encompassing than 
Internet marketing as it includes a host of 
emerging technologies that are used by 
marketers to collect and to share information 
with consumers.

"#Readings and class discussions should focus 
on the amount, types, and means of this 
information flow for each has implications for 
consumer privacy.

"#Discussion of the means of information 
collection in emerging channels may be most 
surprising to students as they, along with most 
consumers, are often unaware of many data 
collection techniques.

"# First, have students list the number of information channels 
available for marketers to share information with consumers. 
Have students then list as many channels as they can via which 
consumer information flows to marketers.

"# Second, assign groups of students to study various emerging 
information channels, including information collection 
capabilities, and present their findings to the class. As part of 
the discussion determine what portion of the data collection is 
done in a covert manner.

"# Finally, have students consider how to best apply Fair 
Information Practices to emerging information channels. 
Specifically, have students speculate how notice and choice 
will be implemented in the dynamic new channels that use 
ubiquitous information collection technologies.

(continued)
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weaving this content into preexisting courses has exploded. 
As a starting point, Internet marketing faculty should com-
municate how information privacy affects the sharing of 
online information and online purchases. However, because 
this course also has the opportunity to cover wide-ranging 
communication and exchange media such as e-mail market-
ing, mobile communications, electronic in-store devices, and 
other emerging media, the Internet marketing course in its 
current state and as technologies advance should strive to 

keep students abreast of important information privacy trends 
and the appropriate use of customer and prospect data for 
effective and profitable online/interactive relationships

Integrated Marketing Communications/ 
Promotional Campaigns
As these courses focus on using consumer information to 
select target audiences, develop promotional messages, and 

Table 5. (continued)

Marketing Course Content and Class Activities Exercises

Integrated 
Marketing 
Communication 
(IMC)/
Promotional 
Campaigns

"#This course is the most appropriate 
environment for discussion of the intrusion 
dimension of privacy and the perceived 
invasion felt by consumers by a seemingly 
nonstop bombardment of marketing messages. 
The most annoying of which are those that 
intrude at inappropriate times.

"#Class activities should focus on understanding 
the intricacies of legislation that protects 
consumers from telemarketing and e-mail 
intrusions.

"# In addition, class activities should also be spent 
understanding how consumer perceptions 
are even more important than just following 
practices to the strict letter of the law.

"#Have students debate whether the use of consumer 
information increases or decreases the potential for consumer 
privacy loss. This debate should help students to understand 
the two primary dimensions of privacy and the interesting 
imbalance that exists between these dimensions. Whereas the 
collection and use of consumer information create information 
privacy concerns among some consumers, properly using 
consumer information can help reduce irrelevant and intrusive 
advertising by increasing targeting and creative effectiveness.

"#Have students review cases brought against companies using 
either the CANSPAM act or fines based on failing to use the 
Do Not Call list properly.

Database 
Marketing/ 
Customer 
Relationship 
Management 
(CRM)

"#The key component of effective database 
marketing and CRM is an understanding of 
the consumer based on the available data. 
Course discussion and exercises should help 
students to develop an understanding of an 
organization’s routine/policies for handing this 
consumer data and an appreciation for how 
such practices can either mitigate or intensify 
consumer privacy concerns.

"# From a privacy perspective, the CRM course 
combines the potential teaching opportunities 
of the marketing research course, with its 
focus on information collection issues, and 
the consumer behavior course, with its focus 
on appropriate information use to better 
understand and develop a relationship with 
the consumer.

"#Case studies can be assigned that challenge students to 
develop the CRM information routines for a start-up company.

"# Following discussions on the importance of trust in developing 
long-term consumer relationships, students should research 
the relationship between privacy concerns and trust and then 
consider the potential impact of consumer privacy concerns 
on developing and maintaining consumer relationships.

"#As privacy concerns vary by individual characteristics and 
situation, have students analyze existing data sets to identify 
consumer segments by level of concern and then discuss 
ramifications for relationship building and long-term loyalty 
with each segment.

Marketing/
Business Ethics

"#This course presents perhaps the most 
suitable environment for consideration 
of appropriate information collection and 
use practices. This goes beyond the legal 
requirements of what an organization can or 
cannot do to what it should do with regard to 
information policies and procedures.

"#Have students review the Children’s Online Privacy Protection 
Act (COPPA). Discuss the age distinctions presented in this 
act and the difference in privacy protection for 13 versus 
14 year olds.

"#Given the above, have students assume that they are working 
for a company that targets high school age children (above 13) 
and have them discuss whether their information collection and 
use policies might differ from those used with adult customers. 
Most important, they need to explain why or why not.

"#Have students study online covert marketing approaches and 
discuss the ethics of the different practices.
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interact with the selected target segments via various media, 
information collection and use issues are relevant for dis-
cussion. However, instructors may want to place special 
emphasis on the intrusion dimension of privacy in these 
courses. Discussion could focus on the use of consumer 
information to find the most appropriate level of message 
delivery for each specific audience. Reducing the number of 
intrusive and irrelevant messages produces a more efficient 
media plan for the organization and works to reduce con-
sumer privacy concerns with regard to intrusion.

Direct/Interactive Marketing

Regardless of which of the multiple channels comprise the 
focus of this marketing course, the interactive nature of the 
communication media used means that the media are being 
used to send and receive information. For example, with 
Internet marketing, information is received every time a 
person visits the organization’s Web site. Discussion of data 
collection techniques, such as online tracking, and consumer 
awareness of such collection techniques is needed. As 

Table 6. Coverage of Information Privacy in Capstone Marketing Management Course

Privacy Topics and Relevance Content and Class Activities Exercises

Fair Information Practices. Fair 
Information Practices and how 
they are followed have long-term 
strategic consequences for an 
organization’s success.

"#A capstone course should go into more 
depth and investigate how a company’s Fair 
Information Practice choices such as engaging 
in behavioral advertising or exchanging 
information with business partners can affect 
customer trust levels.

"#Auditing of company privacy policy can be 
done to assess levels of Fair Information 
Practice compliance and communication 
issues.

"#Have students read and write up cases of 
Fair Information Practice issues companies 
have faced.

"# Provide students a list of current companies 
who have had Fair Information Practice 
violations. Have each of them develop a 
mini case that outlines the Fair Information 
Practice violation, how it was resolved, and 
the marketplace impact. In assessing the 
impact on consumers, students should be 
encouraged to read blogs that have much 
detail about these topics. These mini cases 
can be presented in class.

Use of social media. Companies are 
communicating with consumers 
through social media and must 
develop strategies and frameworks 
for managing privacy issues.

"#Review the approaches of companies using 
social media such as Twitter and Facebook 
to engage consumers and develop closer 
relations. As part of the review discuss the 
safeguards or lack of safeguards in place to 
protect consumer privacy.

"#Discuss ethic issues that might arise with the 
use of these new communication channels.

"#Have students develop case studies that 
document companies’ strategic use of 
social media. As part of the case audit have 
students discuss how Fair Information 
Practices are or are not being followed.

"# Students can write papers on how 
companies can use social media to learn 
more about consumers. As part of the 
investigation they can see whether the 
companies are vulnerable to not respecting 
consumer privacy.

Traditional direct channels and 
information privacy. Companies 
are continuing to use traditional 
direct channels and databases 
for their marketing efforts. Little 
discussion in marketing texts 
addresses information sharing 
between companies and affiliates 
domestically and internationally.

"# Exposure to the critical role that information 
data plays in the strategic direction of the 
company and the situations where data files 
are transferred back and forth between 
companies. How do different privacy 
expectations between companies or between 
trading partners of countries with different 
laws affect data interchange.

"# Students could study what is required for 
a company to gain safe-harbor status. This 
learning could be included as part of a write 
up of a privacy marketing plan.

"#Have students study companies who have 
integrated their direct and online marketing 
efforts with their in-store operations. 
Discuss how information privacy is 
protected when information is transferred 
across these integrated media channels, 
among affiliates, and across countries.

Electronic/emerging media. Companies 
are beginning to explore new 
technologies and media channels 
to gain strategic advantage. What 
issues do they need to be aware of 
as they proceed with their plans?

"#Attention should be given to both what 
is currently being done in this space by 
companies as well as what is possible to do 
in the future.

"#YouTube videos that review company uses of 
new technologies as well as class room visits 
to virtual environments can illustrate issues.

"#Case studies can be assigned that show how 
companies are using new technologies such 
as RFID or virtual worlds. Privacy issues that 
arise can be discussed.

"#Have students investigate business patents 
that companies have with respect to 
emerging technologies.

Note: RFID ! radiofrequency identification.
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marketers work to carry out effective relationship building 
efforts via interactive channels, data use issues are also 
important discussion points. Finally, the interactive media 
also allow for the sending of information to the consumer, 
discussion of intrusion-related privacy concerns are also 
appropriate.

Marketing Ethics
Although relatively uncommon in undergraduate marketing 
curricula, it is our belief that a stand-alone marketing ethics 
course will become more popular in the future with demand 
for the course being driven in part by increasing information 
privacy, financial responsibility, and other ethical concerns. 
Marketing ethics help students to reason beyond the law to 
determine what constitutes proper and improper behavior. In 
other words, legal studies provide an understanding of what 
one can or cannot do, ethics helps students to decide what 
they should and should not do. Both offer the opportunity for 
students to be immersed in privacy law and ethics. Students 
would benefit from enlarging the scope of the discussion to a 
consideration of what is considered ethical and legal with 
regard to information collection and use outside the United 
States. It is argued here that opportunities to discuss such 
critical issues must not be confined to these courses but 
rather should be a component of all privacy discussions.

Marketing Management/Capstone Marketing
Marketing management is concerned with the organization 
and coordination of the total marketing program and as such 
it provides the opportunity to discuss each of the major pri-
vacy topic areas discussed with regard to other courses. In 
most marketing programs, marketing management is a cap-
stone course addressing higher level strategies and tactics 
and critical thinking. Although time constraints will undoubt-
edly limit the amount of attention allotted to any given 
privacy topic, a number of coverage areas surfaced through 
discussion with faculty including information privacy from a 
marketing ethics perspective, the use and misuse of customer 
information in CRM initiatives and particularly with regard 
to customer trust, and information privacy issues in emerg-
ing media.

Concluding Comments: 
An Industry Perspective on 
Privacy and Marketing Education

As the Global Privacy and Public Policy Executive at 
Acxiom (JTB), I speak for many practitioners when I say 
that the marketing curriculum needs to play an increased role 
in helping develop faculty and students’ sensitivity to infor-
mation privacy so that in the future there is less rather than 

more calls for regulation of marketing practices. As the 
proposed framework for understanding critical consumer 
information privacy issues highlights, the marketing world is 
rapidly evolving in both positive and negative ways. On the 
positive side, there is more information than ever before to 
understand an audience and forge strong relationships with 
customers. However, from a privacy practitioner’s perspec-
tive, marketers must not only use information to understand 
the consumer but must also be sensitive to the consumer’s 
comfort with how the information is used. A proper degree of 
sensitivity affects customer-centric marketing practices by 
influencing what types of information a marketer collects, 
how the information is collected, what information will be 
stored in the marketing database, and how the information 
will be used. It also affects compliance with the rapidly 
evolving ethical and legal obligations that marketers face.

The overriding concern to which all marketers must be 
sensitive is the evolution toward a world where consumers 
feel like they live in a surveillance society and cannot get 
out. Responsible marketers must recognize three key issues 
in understanding how to avoid the surveillance syndrome. 
The first, and probably the most important, is transparency. 
As discussed under the Fair Information Practices, there has 
been a requirement for notice/awareness for many years. But 
with emerging data collection technologies that are easy to 
use but virtually invisible to the consumer, how do marketers 
make individuals understand—in a way that does not scare 
them to death—why they need lots of information? Equally 
important, how do marketers assure the consumer that they 
will use this information in a responsible manner? For exam-
ple, as marketing databases collect more and more granular 
information, such as the location of their customers at vari-
ous times of day from their mobile marketing efforts, some 
questions need to be asked. Should they store this informa-
tion or just use it at a moment in time and immediately throw 
that knowledge away? If they store it, how long should they 
keep it—weeks, months, years, forever? With whom will 
they share it? Will it be tied to an anonymous campaign or a 
customer they know by name? Answers to these questions 
affect the construction of the marketing database and the 
legal content of the privacy notice to the consumer.

There is a second illustration of the concern around 
effective notice/awareness in the debate around one specific 
type of online behavioral targeting known as deep packet 
inspection—tracking all of a consumer’s online activity to 
develop profiles of the individual that allow a marketer to 
better understand the consumer’s interests and needs. When 
does such tracking become too granular? Is anonymous 
tracking of certain Web sites acceptable, while recording 
every page view, search, and purchase and tying that to per-
sonally identifiable information going too far? If so, where 
along that continuum did the marketer cross the line? Does 
the consumer even know this is going on? What can they do 
to stop it if it makes them uncomfortable?
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The second issue is the collection and use of sensitive 
information. There is no universally accepted definition of 
what is sensitive, even to an average consumer. There is a 
general consensus that information about medical conditions 
and treatment, details of one’s financial situation, personal 
information about children, and information about whether 
someone enjoys alcohol, gambling, or visits Web sites with 
adult content are general areas where marketers must be very 
cautious. However, in all these areas, the context of the 
relationship between the marketer and the consumer is 
important. If an individual goes to a Web site and registers 
for a newsletter on diabetes, then they may actually want 
more information from other reputable organizations about 
that condition. Thus, the context of the use becomes a very 
important factor in determining when the use of sensitive 
information, however it is defined, is appropriate. One 
example of such a contextual definition for sensitive infor-
mation and practices to address consumer concerns can be 
found in the 2008 Network Advertising Initiative (NAI) 
Principles.2

The third issue involves the use of anonymous informa-
tion. The FTC, in its Staff Report: Self-Regulatory Principles 
for Online Behavioral Advertising released in February 
2009,3 highlights the blurring distinction between what is 
personally identifiable information (PII) and non–personally 
identifiable information (non-PII), often called anonymous 
information. The commission dispels the traditional distinc-
tion between PII and non-PII by saying it “is becoming less 
and less meaningful and should not, by itself, determine the 
protections provided for consumer data. . . . Both PII and 
non-PII raise privacy issues.” Most privacy laws focus only 
on PII, and many marketers feel free to use non-PII any way 
they want. Furthermore, there is very little guidance on what 
should be done when non-PII becomes PII. Here again both 
the FTC Staff Report and the 2008 NAI Principles provide 
guidance in the context of a third party network advertiser by 
saying the consumer had to have been notified this would 
happen before they provide any PII or they must affirma-
tively opt in before it occurs. Although this approach may be 
workable for network advertisers, it will not work in many 
other contexts.

There will always be some companies that ride the fringe 
and engage in practices that make consumers uncomfortable. 
These outliers can by themselves drive legislation. However, 
responsible marketers should not contribute to the concerns 
of consumers or policy makers, but instead be sensitive and 
take careful stock of their own data collection and use prac-
tices. Marketers should discuss and even debate within their 
organization and the context of their business what practices 
could be considered surveillance by the consumer. Market-
ing curriculums that enlighten the student to these issues will 
result in greater sensitivity to the surveillance syndrome. 
The issues, course content, and assessment tools outlined in 

Tables 3 to 6 are a great start. I would also contend that 
more universities need a Marketing Ethics course taught at 
the undergraduate level, one that addresses all forms of 
ethical decision making, particularly with regard to infor-
mation privacy.
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Notes
1. Position awareness is when the phone knows the user enters 

a building and stops transmitting, such as when a user is in 
a meeting. Location-based services can include coupons and 
providing the locations of predetermined friends.

2. Network Advertising Initiative, 2008 NAI Principles. http://
www.networkadvertising.org/networks/2008%20NAI%20
Principles_final%20for%20Website.pdf

3. FTC Staff Report: Self-Regulatory Principles For Online 
Behavioral Advertising (February 2009). http://www.ftc.gov/
os/2009/02/P085400behavadreport.pdf
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